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Introduction
This document presents the ex-ante economic analysis of the project. This analysis employs a cost-benefit methodology, relying on empirical evidence and relevant assumptions. The analysis focuses on: (i) digital transformation of Central MEF internal management, and the benefits of digitalization in terms of efficiency of processes and transactions that underly management systems run by the Central MEF; and (ii) increased public sector cybersecurity capacity with improved ability to prevent, detect, and recover from cyberattacks, and benefits in terms of reduced direct costs of cyberattacks as well as reduced costs of response to cyberattacks. Additionally, a sensitivity analysis is conducted to assess the potential impact of changes in key variables.
[bookmark: _Toc134474607][bookmark: _Toc134515645]Project description
2.1 Objectives of the project. The general development objective of the project is to contribute to improvements to policy implementation and service delivery to citizens by supporting increased effectiveness of public management through digitalization. The specific development objectives are to: (i) increase the institutional capacity of the digital government agency; (ii) increase efficiency of core management systems run by the Central MEF[footnoteRef:2] through digitalization of Central MEF internal management; and (iii) increase cybersecurity monitoring and management capacity of priority public agencies. [2:  	“Central MEF” refers to core Ministry of Economy and Finance (MEF) Internal Services and Deconcentrated Services, and their corresponding Directorates and Units: MEF Internal Services -Minister Office, General Directorate, and Treasury and Accounting Directorate (DGTCP)- as well as a critical MEF Deconcentrated Service -the Budget General Directorate (DGB).] 

2.2 Components. The project has three components:
1.1.1 [bookmark: _Toc134474608][bookmark: _Toc134515646]Component 1. Public Sector Digital Governance (US$1.2M). This component will help achieve specific objective (i) and aims to strengthen both public sector digital governance and the institutional capacity of the digital government agency Statistics and Information Technology Institute (IHSI). The component will finance: (i) Strengthening of digital governance architecture, through assessments and recommendations for a better definition of roles of the public agencies responsible for digital transformation policy IHSI, Unité E-Gouvernance de la Primature, and National Telecommunications Council (CONATEL), including IHSI responsibilities as digital government agency leading and coordinating digital transformation throughout the government, and coordination and accountability mechanisms among these agencies; and (ii) strengthening of the IHSI as digital government agency, through support to its technical and organizational capabilities by financing the reinforcement of the IHSI technical team, technical assistance and training to the IHSI, and the preparation of an operations manual in consistency with the IHSI mandate.
 
1.1.2 Component 2. Digital Transformation of Central MEF Internal Management (US$9.3M). This component will help achieve specific objective (ii) and aims to deploy technological enablers and improve capabilities for the digitalization and efficiency of processes and transactions that underly core crosscutting management systems run by the Central MEF, focusing on the digital transformation of Central MEF internal management. This involves digitalization of strategic internal management services and tools supporting both the entire Central MEF back-office operation and front-office processes at the Minister Office, General Directorate, DGTCP and DGB entailing senior management’s document workflow and signature. This will be achieved by strengthening the following at the Central MEF: (i) digital infrastructure, including connectivity and energy, and cloud infrastructure; (ii) digital shared crosscutting solutions such as interoperability platform, institutional email system, digital document management, digital signature, digital payments for suppliers, and hybrid -in office and remote- work solution, supported by training on the use and management of solutions, as well as change management; and (iii) MEF’s Information Systems Directorate (DSI) technical capacity. This will allow both (a) piloting in the Central MEF digital solutions that can be shared and scaled up across the whole public administration, and (b) deploying solutions to digitalize Central MEF internal management that in turn contribute to digitalize the core management systems run by this key actor. The whole set of digital solutions to be deployed, including the remote work tool, will directly address the Central MEF critical need of improving the resilience of its operation and business continuity in the fragility, conflict, and criminal violence (FCCV) context, and will contribute to mitigate brain drain. Digitalization activities will be oriented by a process optimization approach. Training and change management will be implemented with a gender equality perspective, fostering the participation of Central MEF women employees and ensuring they benefit from activities aimed at developing digital skills.
1.1.3 Component 3. Public Sector Cybersecurity Capacity (US$3.0M). This component will help achieve specific objective (iii) and aims to develop public sector cybersecurity capacity by supporting: (i) public sector cybersecurity governance through assessments to define and implement an optimal governance model (in consistency with the public sector digital governance to be fostered by Component 1); and 
(ii) capacity to protect, monitor, detect, respond, and recover from cybersecurity incidents, including the implementation of a Cybersecurity Incident Response Team (CSIRT) that will protect critical systems of priority public agencies, and support to its operational capacity by financing CSIRT specialized team members, technological tools for its operation, and technical assistance and training to the CSIRT, as well as training to cybersecurity specialists in key public agencies, and cybersecurity awareness for public sector employees.




Expected benefits
1.2 Expected project results. The expected impact of contributing to improvements to policy implementation and service delivery to citizens by supporting increased effectiveness of public management through digitalization will be associated to improved conditions for government online services. Regarding the expected results: (i) increased institutional capacity of digital government agency will be reflected in strengthened IHSI technical and organizational capabilities; (ii) increased efficiency of core management systems run by the Central MEF through digitalization of its internal management will be reflected in an increase of Central MEF macroprocesses supported by digital document management and digital signature solutions, and a decrease of payments to suppliers through checks and of cost spent in operations to make payments; and (iii) increased cybersecurity monitoring and management capacity of priority public agencies will be associated to an increased number of critical systems of priority agencies protected by the CSIRT.
1.3 Beneficiaries. This project will benefit the citizens of Haiti by improving 
(i) efficiency of core management systems run by the Central MEF that are key to improve public services production and delivery; and (ii) institutional, regulatory, technological, and digital talent enablers of digital transformation of public management which is a key means to improve efficiency, quality and inclusiveness of service delivery to citizens. The project will also develop digital skills of Central MEF employees as direct users of the digital solutions to be deployed through Component 2, as well as cybersecurity skills and awareness of employees of priority public agencies as users of the cybersecurity tools to be implemented through Component 3.
1.4 Approach to benefits and costs estimation. For purposes of this cost-benefit analysis, the estimation of project benefits focuses on benefits derived from Component 2 and Component 3. Given the nature and activities of 
Component 1, it contributes to the materialization of expected results of Components 2 and 3, and thus this approach is pertinent. While benefits estimation focuses on Components 2 and 3, costs estimation reflects the total cost of the project, including Components 1, 2 and 3, as well as Project Management (Component 4). A fifteen-year period is used for estimations, which include the five years of project execution, and ten additional years during which benefits continue materializing. Operation and maintenance costs are included for the estimation of net flows during these ten years.
1.5 Benefits estimation. Among the various project expected benefits, this economic analysis places emphasis on benefits for the Government of Haiti derived from: (i) digital transformation of Central MEF internal management, and the benefits of digitalization in terms of efficiency of processes and transactions that underly management systems run by the Central MEF - benefits of Component 2; and (ii) increased public sector cybersecurity capacity with improved ability to prevent, detect, and recover from cyberattacks, and benefits in terms of reduced direct costs of cyberattacks as well as reduced costs of response to cyberattacks -benefits of Component 3.
1.6 In the case of benefits associated to the digital transformation of Central MEF internal management, while the emphasis is on benefits for the Government and efficiency of public sector resources, the economic analysis also estimates benefits for the citizens and firms that are MEF suppliers and will thus be directly impacted by one of the solutions to be deployed by 
Component 2 -digital payments for suppliers.
1.6.1 Benefits derived from increased efficiency of processes and transactions that underly management systems run by the Central MEF due to digital transformation of Central MEF internal management. The estimation of these benefits considers: (a) public employees productivity gains associated with the implementation and use of the whole set of digital solutions to be deployed, including key tools supporting the entire Central MEF back-office operation as well as front-office processes entailing senior management’s document workflow and signature; and (b) savings from digital payments for suppliers. 
a) Savings from public employees productivity gains due to digital transformation of Central MEF internal management: These entail public employees time savings due to increased efficiency of processes thanks to digital solutions for internal management, and the monetary valuation of this improvement in productivity using the average salary of the public employees expected to benefit from these solutions. Estimated productivity gains reflect increased efficiency derived from improved connectivity and energy, cloud infrastructure, and interoperability, and the use of the institutional email, digital document management, digital signature, digital payments, and hybrid work solutions.
b) Savings from digital payments for suppliers: These entail savings as a consequence of switching from paper‑based check issuance and in person check collection and cashing, to digital payments (i.e. bank deposits) to MEF suppliers. These include savings for the government in: (1) check issuance costs such as printing, time and transportation costs for Central MEF units in charge of check issuance; and (2) processing of payments for suppliers (i.e. savings from processing payments digitally instead of the current in person and on paper processing). This estimation also includes savings for suppliers in: (1) time and transportation costs to collect and cash checks, and (2) time and transportation costs associated to payment processes (request, follow up, etc.).
1.6.2 Benefits derived from improved ability to detect, respond and recover from cyberattacks. The estimation of these benefits considers: (a) reduced direct costs of cyberattacks to public agencies, and (b) reduced costs of response to cyberattacks in said agencies. The expected reduction of these costs is associated with improved ability to detect, respond and recover from cyberattacks as a result of the implementation of the CSIRT and the support to its operational capacity, and the CSIRT’s monitoring and protection of critical systems of priority public agencies. 
[bookmark: _Toc134515647]Methodology, Data, and Assumptions
1.7 [bookmark: _Hlk134502819]Methodology: The expected benefits of the project are calculated based on a Cost-Benefit Analysis (CBA). Criteria to assess project socioeconomic viability are the Net Present Value (NPV), and the Economic Return Rate (ERR). The NPV is estimated using a social discount rate of 12% as per IDB standards. Project costs flows are based on project disbursement schedule according to Project Execution Plan. Project benefits flows are based on project solutions schedule according to Project Results Matrix. Estimations’ details are described below.
A. Benefits derived from increased efficiency of processes and transactions that underly management systems run by the Central MEF
1.8 Estimation of savings from public employees productivity gains due to digital transformation of Central MEF internal management. 
1.8.1 The monetary valuation of improvements in productivity due to increased efficiency of processes thanks to digital solutions is estimated as follows:
[image: Logotipo
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where δi is the time saved by public employee type i in his current tasks due to the benefits of digitization, qi is the number of public employees with profile i, wi is the average salary of public employees with profile i, and Q is the total number of public employees.
1.8.2 Productivity gains are expected to materialize across the MEF. While the project focuses on the deployment of the digital solutions at the level of Central MEF, given the nature of the digital infrastructure and shared crosscutting solutions, and given the role of the Central MEF, increased efficiency of processes and transactions will also benefit MEF entities directly interacting with Central MEF Directorates and Units. Thus, based on MEF information (Table 1), a total of 4,727 employees within the MEF are considered for this estimation.[footnoteRef:3] Out of this total, it is assumed that 4,007 (85%) officials would gradually experience increased productivity as their profiles are the ones targeted by the deployment of digital solutions: senior staff employees including cadres de premier rang, cadres décisionnels, and personnel diplomé ou certifié. In line with the project results matrix, it is assumed that by year 5 of the project approximately 38%[footnoteRef:4] of the 4,007 senior staff employees would experience productivity gains. During years 1 through 4, the evolution of this percentage follows the project results matrix schedule of solutions deployment; and the percentage would continue to grow in the 10 years following end of project execution at a conservative rate. The average salary of these senior staff employees is estimated from Table 1 and using an exchange rate of 139.01 HTG for US$, resulting in an average yearly salary of US$ 4,168. Average time savings in tasks performed by these employees due to digitalization are estimated to be 25% following comparable estimations of productivity gains.[footnoteRef:5] Table 2 summarizes the estimation. [3:  MEF - Direction Generale du Budget : Payroll du Mois de Decembre 2023. Chiffres Clés.]  [4:  This parameter is consistent with the project Results Matrix Outcome indicator of “% of Central MEF macroprocesses supported by digital document management and/or digital signature solutions” whose end-of-project target is 38%.]  [5:  The referential benchmark are productivity gains estimated by the digital transformation operation 5791/OC-PN, with comparable digital solutions within a targeted public sector institution. Operation 5791/OC-PN utilized an assumption of 25% of time savings due to the adoption of digital solutions. Considering that Haiti’s departure point before the project’s deployment of digital solutions is one of lower digitalization than Panama’s, the expected productivity gains for Haiti are above 25% but this benchmark is used for estimations following a conservative approach.] 

Table 1. MEF employees, profile, and salary – Payroll of December 2023
	Profile (category)
	Number of employees
	Salary mass per category of employees (HTG)
	Average salary per employee (HTG)
	Average salary per employee (US$)

	Cadre de Premier Rang
	14
	1,415,900
	101,136
	728

	Cadre Décisionnel
	335
	26,792,600
	79,978
	575

	Personnel Diplomé ou Certifié
	3,658
	165,253,517
	45,176
	325

	Personnel de Soutien
	720
	19,790,850
	27,487
	198

	Total
	4,727
	213,252,867
	
	


Source: MEF
Table 2. Estimation of productivity gains
	Employees impacted by productivity gains 
	Number of employees
	% of total employees
	Average yearly salary (US$)
	Time savings
	Productivity gains (US$) = 
employees impacted*average salary*time savings
	% impacted employees by Year 5 of project

	Senior staff employees
	4,007
	85%
	4,168
	25%
	4,249,391
	38%


	
1.9 Estimation of savings from digital payments for suppliers. The digital payment solution entails: (i) enabling payments to suppliers through bank deposits instead of the current payments through checks; and (ii) enabling an integral automated process for the execution of payments through a payment module and a bank payment gateway. Details of estimation of savings for the government and for the suppliers are presented below.
1.9.1 Savings for the government associated to reduction of payments through checks. The estimation of savings for the government in check issuance costs such as printing, time, and transportation costs, is based on the expected reduction of payments to suppliers through checks as the digital payment solution enables payments through bank deposits. Estimations consider savings derived from digitalization of payments to MEF suppliers in a large sense. While the project focuses on the deployment of the digital payment solution at the level of Central MEF, there are several MEF Deconcentrated Services and Autonomous Organisms whose payment processes are directly aligned to Central MEF's and could therefore benefit from the digital payment solution. This includes the DGI, AGD, IGF and Financial Administration National School (ENAF). Therefore, the estimation assumes savings derived from digitalization of payments to MEF suppliers including these institutions (Central MEF, DGI, AGD, IGF and ENAG suppliers).
1.9.2 MEF data on payments to MEF Suppliers during fiscal years 2021-2022 and 2022-2023 is presented in Table 3.[footnoteRef:6] According to these data and complementary MEF information[footnoteRef:7], all the payments to suppliers are made through checks, which means that even though budget execution procedures allow payments by either check or bank deposit, currently 100% of payments are made through checks. Furthermore, payments to suppliers entail the issuance of two simultaneous checks, one for the supplier and one for the tax authority (DGI) to ensure the corresponding tax is retained and paid. On average in the last two fiscal years there have been 3,259 transactions for payments to suppliers in a year, and thus 3,259 checks issued, of which approximately 1,630 were checks issued for the suppliers. Given the focus on savings from reduction of check issuance, the totality of checks issued (3,259) is considered for estimations. In line with the project results matrix, it is estimated that by year 5 of the project 30% of payments to suppliers[footnoteRef:8] will be done through bank deposits instead of checks, and thus a reduction of 30% in check issuance is expected. During years 1 through 4, the evolution of this percentage follows the project results matrix schedule of solutions deployment; and the percentage would continue to grow in the 10 years following end of project execution at a conservative rate. [6:  	MEF (DSI) Report of Payments to MEF Suppliers during fiscal years 2021-2022 and 2022-2023.]  [7:  	Interviews with Directors of MEF DSI and Administrative Affaires Directorate (DAA).]  [8:  	Payments to suppliers that are enabled to receive bank deposits.] 

Table 3. Payments to MEF Suppliers
	Fiscal Year
	Number of transactions
	Amount (HTG)
	Amount (US$)
	% transactions done through checks

	2021-2022
	3,423
	2,687,304,490
	19,331,874
	100%

	2022-2023
	3,095
	3,219,520,351
	23,160,517
	100%


Source: MEF
1.9.3 Check issuance costs expected to decrease are printing, transportation, and time costs. Cost parameters, based on MEF information[footnoteRef:9], are presented in Table 4. [9:  	Check issuance costs of printing, time, and transportation are based on parameters identified with the MEF in the context of the estimation of costs of check issuance for payroll payments done for operation 4820/GR‑HA. The monetary valuation of time costs is based on the salary of the profile of employees involved in check issuance.] 

Table 4. Check issuance costs for government
	Cost category
	Unit of measurement
	Unit cost (US$)
	Units

	Printing
	Cost per check
	0.60
	3,259 checks

	Transportation
	Cost per trip
	0.42
	2 trips per check

	Time for paperwork & transportation
	Cost per hour
	1.81
	4 hours per day, 
4 people involved


Source: MEF

1.9.4 [bookmark: _Hlk161550429]Savings for the government associated to processing payments digitally. Government savings from processing payments for suppliers digitally instead of the current in person and on paper processing are associated to the payment module and bank payment gateway to be implemented by the project, supported by the other digital tools to be deployed, thus contributing to an integral automated process for the execution of payments through bank deposits. The estimation of these savings follows the methodology proposed in Roseth et al (2018). The authors estimate the difference between the unit cost of service delivery when service delivery processes are conducted through an in person, on paper channel, and the unit cost when service delivery processes are digitalized. Parameters from authors’ calculations that have been used in this estimation of benefits are presented in Table 5. Savings are estimated using these parameters, considering 3,259 checks issued yearly, and assuming -in line with the project results matrix- that 30% of payments to suppliers will be processed digitally by year 5.
Table 5. Savings for the government from digitalization of service delivery processes
	Type of service delivery processes
	Service delivery unit cost (US$)

	In person, on paper service delivery processes
	3.37

	Digital service delivery processes
	0.17

	Savings per payment processed (US$)

	Savings from digitalization of service delivery processes, per unit of service delivery
	3.20


Source: Roseth et al (2018)
1.9.5 Savings for suppliers associated to reduction of payments through checks. With payments made through bank deposits and not checks, suppliers also benefit from savings in time and transportation costs to collect and cash checks. Cost parameters, based on MEF information[footnoteRef:10], are presented in Table 6. This line of savings for suppliers is estimated considering 3,259 checks issued yearly and the expected result of 30% of payments to suppliers done through bank deposits instead of checks by year 5 of the project. [10:  Costs of check collection and cashing are based on parameters identified with the MEF in the context of the estimation of costs of check issuance for payroll payments done for operation 4820/GR‑HA. The monetary valuation of time costs is based on the Haitian average salary per 8-hour day.] 

Table 6. Check collection and cashing costs for suppliers
	Cost category
	Unit of measurement
	Unit cost (US$)
	Units

	Transportation to collect and cash checks
	Cost per trip
	0.42
	4 trips per check

	Time for procedures & transportation
	Cost per hour
	0.54
	4 hours per check


Source: MEF
1.9.6 Savings for suppliers associated to processing payments digitally. In consistency with the savings for the government from processing payments digitally, there are also savings for suppliers. As suppliers no longer would need to do in person procedures to be paid (payment request, follow up, etc.), they benefit from savings in time and transportation costs associated to these procedures. It is important to note that these savings are additional to those generated by the reduction of check collection and cashing transportation and time costs. This estimation also follows Roseth et al (2018), and the parameters are presented in Table 7. This line of savings for suppliers is estimated using these parameters, considering 3,259 checks issued yearly, and assuming that 30% of payments to suppliers will be processed digitally by year 5 of the project.
Table 7. Savings for suppliers from digitalization of service delivery processes
	Type of service delivery processes
	Time and transport costs per person (US$)

	In person, on paper service delivery processes
	3.10

	Digital service delivery processes
	0.13

	Savings per payment requested (US$)

	Savings from digitalization of service delivery processes, per unit of service delivery
	2.96


Source: Roseth et al (2018)
1.10 Estimation of net benefits derived from increased efficiency of processes and transactions that underly management systems run by the Central MEF. For the estimation of net benefits of Component 2, benefits are calculated as described above, and costs reflect i) total cost of Component 2, ii) 76% of total costs of Components 1 and 4, and iii) yearly operation and maintenance costs equivalent to 5.5% of the total cost of Component 2.[footnoteRef:11] [11:  	The percentage estimated for operation and maintenance costs is consistent with the quantity and nature of digital solutions to be deployed by Component 2.] 

B. Benefits derived from improved ability to detect, respond and recover from cyberattacks
1.11 Estimation of savings from reduced direct costs of cyberattacks to public agencies
1.11.1 The estimation of these savings follows the methodology proposed in ENISA (2012), which evaluates potential cost savings resulting from investments in cybersecurity considering that timely detection and resolution of cyberattacks can prevent monetary losses.
1.11.2 In consistency with the project results matrix, estimations consider that cybersecurity improvements in terms of detection of cyberattacks will be focused on three (3) priority public agencies that will be monitored and protected by the CSIRT.[footnoteRef:12] Priority public agencies and systems to monitor and protect will be selected based on i) system criticality from a financial and administrative perspective, and ii) vulnerability to cyberattacks. Based on these criteria, potential agencies and systems to be prioritized include institutions such as the MEF and its Integrated Public Financial Management System (IFMIS), the Central Bank (BRH) and its payment infrastructure, the DGI and its Revenue Management System, and the AGD and its Revenue Management System, all of which are critical institutions for the country’s revenue mobilization and budget execution. [12:  	While the implementation of the CSIRT will strengthen public sector cybersecurity capacity at large, following a conservative approach benefits estimation focuses on the three priority public agencies to be monitored and protected by the CSIRT during the project execution period. ] 

1.11.3 Based on (IPSOS, 2019) and other analyses for comparable LAC countries,[footnoteRef:13] it is assumed that, on average, a public institution is exposed to 12 cyberattacks per year. This results in a total of 36 cyberattacks per year. Current capacity to detect cyberattacks is nil, and thus a 0.49% yearly detection rate of cyberattacks in the whole public sector is assumed.[footnoteRef:14] Detection and protection capacity is expected to increase due to project intervention within the 3 priority public agencies to be targeted. Increased detection and protection capacity, and the fact that CSIRT monitoring will be focused on only 3 institutions, underly the assumption that by year 5 of the project detection capacity in these 3 agencies will reach 70% of incidents affecting these particular agencies. During years 1 through 4, the evolution of this percentage follows the project results matrix schedule of solutions deployment; and the percentage would continue to grow in the 10 years following end of project execution at a conservative rate. [13:  	Estimations are based in parameters and benchmarks of similar analyses for other comparable LAC countries, such as the economic evaluation of operation JA-L1093. Parameters have been adjusted to reflect particular conditions of Haiti.]  [14:  	This parameter is based on JA-L1093 findings of a baseline of 0.98% yearly detection rate in Jamaica considering all public sector institutions.] 

1.11.4 Direct costs due cyberattacks are estimated based on data and parameters from IPSOS (2019). Average costs faced by large businesses are used as proxy for costs faced by public entities. According to IPSOS (2019), 30% of cyberattacks generate consequences, and the other 70% do not have major consequences. Costs caused by cyberattacks with consequences are estimated to be US$ 26,031,[footnoteRef:15] and costs of cyberattacks without consequences are estimated to be US$ 10,470. Using the probability of occurrence of each type of attack, estimated average direct costs are US$ 15,138. Details are presented in Table 8. Savings are estimated using these average direct costs, the expected yearly detection rate, and the estimated number of cyberattacks per year. [15:  	It is important to notice that there is high variation in estimates of direct costs due cyberattacks which is associated with variation in definition of cyberattacks and methodology to estimate costs. For example, according to IBM Security (2023), average costs of a data breach in LAC are US$ 3.7 million. Considering differences by industry, public sector in general presents costs of US$ 2.6 million, and the financial industry (comparable to the type of public institutions that would be protected by the project) presents costs of US$ 5.9 million. Thus, parameters used for this benefits estimation, with costs of cyberattacks with consequences assumed to be US$ 26,031, are very conservative.] 





Table 8. Direct costs due to cyberattacks
	Type of cyberattack
	Probability
	Cost per attack (US$)

	Cyberattack with consequences
	30%
	26,031

	Cyberattack without consequences
	70%
	10,470

	Direct costs due to cyberattacks: 
(Cost of cyberattack with consequences * % attacks with consequences) + (Cost of cyberattack without consequences * % attacks without consequences)
	15,138


Source: IPSOS (2019)
1.12 Estimation of savings from reduced costs of response to cyberattacks in public agencies.
1.12.1 Also following IPSOS (2019) and analyses for comparable LAC countries, costs of response to cyberattacks are estimated based on three factors: (i) average number of hours to resolve a cyberattack; (ii) hourly salary of a cybersecurity professional; and (iii) number of cybersecurity professionals required to respond to a cyberattack. The following assumptions for these factors are made for the case of Haiti: to respond to and resolve a cyberattack 24 hours are needed; the hourly wage of a cybersecurity professional is US$ 17.75, and the number of cybersecurity specialists required to respond to a cyberattack is 4. Table 9 presents the details, and savings are calculated using the resulting cost of response to cyberattacks, the expected yearly detection rate, and the estimated number of cyberattacks per year.
Table 9. Costs of response to cyberattacks
	Cost parameter
	Value

	Average number of hours to resolve a cyberattack
	24

	Hourly salary of a cybersecurity professional
	US$ 17.74

	Number of cybersecurity professionals required to respond to a cyberattack
	4

	Costs of response to cyberattacks: 
Hours to resolve a cyberattack * Hourly salary of a cybersecurity professional * Number of cybersecurity professionals required
	US$ 1,704


Source: IPSOS (2019)
1.13 Estimation of net benefits derived from improved ability to detect, respond and recover from cyberattacks. For the estimation of net benefits of Component 3, benefits are calculated as described above, and costs reflect (i) total cost of Component 3, (ii) 24% of total costs of Components 1 and 4, and (iii) yearly operation and maintenance costs equivalent to 1.5% of the total cost of Component 3.[footnoteRef:16] [16:  The percentage estimated for operation and maintenance costs is consistent with the nature of solutions to be deployed by Component 3.] 

C. Sensitivity analysis
1.14 To account for potential deviations from estimated key variables, the analysis considers alternative scenarios for the estimation of benefits. In a conservative scenario, benefits of the project are estimated based on the assumptions above described. In an optimistic scenario, Component 2 benefits are estimated based on average time savings in tasks performed by public employees due to digitalization of 30%; and Component 3 benefits are estimated based on a 75% yearly detection rate of cyberattacks.
[bookmark: _Toc134515649]Results of the Cost-Benefit analysis
1.15 The results of the Cost-Benefit Analysis suggest that the project has potential to generate high social impact. Results are presented in Table 10 and show positive NPVs in the conservative scenario and ERRs higher than the social discount rate of 12%. 
[bookmark: _Toc134515650]Table 10. Results of the Cost-Benefit Analysis
	Cost-Benefit Analysis Indicators
	Scenario

	
	Conservative
	Optimistic

	Component 2

	Net Present Value (US$)
	3,577,373
	5,944,085

	Economic Rate of Return
	20.92%
	26.33%

	Component 3

	Net Present Value (US$)
	662,370
	859,063

	Economic Rate of Return
	17.08%
	18.54%

	All Project: Components 2 & 3 Aggregated Flows

	Net Present Value (US$)
	4,239,743
	6,803,149

	Economic Rate of Return
	19.96%
	24.39%


[bookmark: _Toc134515652]
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